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Coupon Collector’s Problem (CCP)

* Definition For each coupon drawing
/’@ event, 1 random coupon is
z obtained.
(2) How many events are
(4)(3) (5) expected to complete all
(9)(7)1
coupons?
N In(n)

* CCP can be applied to the fault attack.
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Assumption for the fault injection can be
more realistic (noise is acceptable).

* Byproduct:
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SQUARE DFA [PhanYin06]

Collect all values by fault injections.
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SQUARE DFA [PhanYin06]

Collect all values by fault injections.
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SQUARE DFA [PhanYin06]
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The key K, is guessed column by column.

Each guess is a right key candidate with prob.:
255

P 200
The correct key is recovered.




Improved SQUARE DFA [Kim11]

256 values are not necessary. o va
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ues are enough.

Each guess is a right key candidate with prob:

a—1

1=0

(256 — i)
(1l =

'

The probability is smaller than 2-32 for o = 45.



Noisy Fault Model

 Previous SQUARE DFAs assume that
unintended fault never occurs.

* But, in practice, noise is obtained.

intended fault\ ; different byte
@
‘l multi-bytes

» We can still recover the key !!




Our Attacks

ol O AK K
e SB SR yary 0
oo
At least o ot
o iphertex
distinct values N texts

* o.: the number of distinct fault values
* N: the total number of texts to be analyzed

For the correct guess at least o distinct values
appear, otherwise, the guess is wrong.

What's the probability?



Probability Estimation with CCP

e Suppose that o = 256. Each guess is a right
key candidate if all 256 values are completed
after n trials.

Draw a coupon n times.

256
coupons

All coupons are completed ?

e equivalent to the CCP. Pr=2"1 even if n=1553.
* For o< 256, it becomes a variant of the CCP.



Probability Estimation with CCP
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Conclusion

* We generalized the SQUARE DFA so that
the noisy fault injection can be accepted.

* We did the probability estimation with
the coupon collector’s problem.

* The paper will appear at FC2013.

Thank you for your attention !!



